Helmholz

COMPATIBLE WITH YOU

y

Helmholz .. 1 = : Helmholz | myREX24 V2
REXzsowAN i owizss ’ REX200WAN oorzais |
i 0-877-WANO1 ‘ 3 v

Quick Start Guide REX 200/250 WAN | WiFi

from FW 6.0.5

www.helmholz.com



Content

T INErOTUCTION, ... oo oot 3
2. Preparing the REX 200/250. . ... ... ..o e 3
3. Access 1o the MYREX24 V2 DOTTal .. . e 6
4. Initial router configuration via the MyREX24 V2 pOrtal .. . e 8
5. Router configuration transfer OPTIONS. ... . .. . e 1
6. Connection to the Machine NEIWOTK ... ... ... . ittt e 14
7. TIPS AN BFICKS, Lo et 16
8. Remote maintenance of Ethernet CPUS, ... ... ... ittt 20
9. Setting up the MPI/PROFIBUS interface (REX 250 ONlY).............oooiiiiiiiiiii 21
10. Setting up the VCOM LAN for serial communication (REX 250 ONly)...............ccoiiiiiiiiiiiiiiii e 22
11. Description of LEDs and DUttONS, . e 23
12, Resetting to factory SEUNGS. . ... o e 24
13. Load configuration from USB STICK........... ... e 24
14. Load firmware file from the USB StICK ........... ... .. e 25
15. Alternative configuration without MyREX24 V2 pOrtal . e 25
16. Technical data 26

2 Quick Start Guide REX 200/250 WAN | WiFi



1. Introduction

The REX 200/250 is an industrial router suitable for nearly worldwide remote access to
IPv4-enabled devices (PLCs, HMIs, IP cameras, etc.). This Quick Start Guide explains
the basic settings in the myREX24 portal and shows how to transfer the configuration
made there to the REX 200/250.

You can find the Quick Start Guide in PDF format at www.helmholz.com or scan the

QR code directly.
SCANX
QR CODE

TO GET
L MANUAL J

REX 200 WAN
Dokumentation

REX 250 WAN
Dokumentation

2. Preparing the REX 200/250

Mounting, installation and commissioning of the router may only be carried out by
qualified personnel. The respective national safety and accident-prevention regula-
tions must be complied with. The router was constructed using state-of-the-art
technology and the recognized safety-related rules (see declaration of conformity).
The router was designed solely for operation in the switch cabinet and at safety extra-
low voltage (SELV) in accordance with IEC 60950/EN 60950/VDE 0805 and may only
be connected to devices which fulfill the conditions of EN 60950. The router is only
intended for use inside buildings, i.e. it is not intended for outdoor use.

Electrostatic discharge! Comply with the required precautionary measures when han-
dling components at risk from static electricity (EN 61340-5-1 and IEC 61340-5-1).

The router was designed to be mounted on DIN rails (as per DIN EN 50 022) and
intended for installation in switch cabinets. Installation and mounting must take
place in accordance with VDE 0100/IEC 364. The router may only be mounted in a
vertical installation position.

Important advance information: Please use the most current version (as of v3.7R1.0)
of the dial-up software shDIALUP for commissioning. Please download the file from
www.helmholz.de or scan the QR code (page 25).

The current firmware must be installed on all REX 200/250 routers for successful connection
with the myREX24 V2 portal.

Minimum distances from neighboring modules:

40 mm

Heimhoiz
REX200 WAN

m:
00012345

20 mm

40 mm


https://www.helmholz.de/en/products/industrial-remote-solutions/ethernet-router/
https://www.helmholz.de/goto/700-877-WAN01#tab-documentation
https://www.helmholz.de/goto/700-878-WAN01#tab-documentation

Rigid copper wires with a max. diameter of 1.5 mm? can be clamped onto the
provided connector plug. Network cables corresponding to at least category 5/5e
(CAT-5) should be connected to the R|-45 sockets. The connection to the higher-level
network/router for Internet access is established over

the P1 WAN interface. LAN ports P2 to P5 are available for connection to the machine
network and for commissioning via PC.

Internal switch functions are active even if the REX 200/250 router is not
connected to the Internet.

The PWR LED lights up when the 24-volt supply voltage is applied.

The boot process starts following the internal system check, which is

indicated by the blinking RDY LED. The REX 200/250 is ready for operation as

soon as the PWR LED and RDY LED light up continuously. (duration: approx. 90 sec.)

Connection FE is for the functional ground. Connect this properly to the reference
potential.

Connect the PT WAN interface of the REX 200/250 to the higher-level network/router
being used to establish the Internet connection.

With this device version, a wireless connection to the Internet can be configured
instead of the P1 WAN interface. For this purpose, connect one of the 2.4 GHz WLAN
antennas available as Helmholz accessories to the RP-SMA socket and ensure that a
continuous radio connection to a WLAN access point can be guaranteed.

REX24 V2




Due to the electrical isolation of the bi-directional input/output wiring, an additional
supply voltage of 24 volts DC must be applied. The alarm

inputs can be activated with potential-free switches, buttons or relay contacts.
Depending on the configuration in the myREX24 V2 portal, one to four

(or, in the case of multiplex wiring, up to 99) different email/text message recipients
can be alerted with individual message texts. One input each can also be configured

for establishing the connection to the myREX24 V2 portal or for a REX system restart.

The configurable output wiring makes available signals for the status of an active
Internet, VPN or user connection or a device fault of the REX 200/250.

Note: When using outputs O1 and O2, the corresponding input
signals |1 and 12 assume the respective output status and can themselves no longer be
used externally for other alarm input signals.

Name Description

P1T WAN WAN connection of the router (customer network, DSL router
etc.)

P2 to P5 LAN Connection of the local network (e.g. machine network)

USB Connection for USB flash drive

ANT RP-SMA socket for antenna connection (REX 200/250 WiFi only)

PROFIBUS MPI/PROFIBUS up to 12 Mbps (REX 250 only)

Serial Serial RS232 VCOM port (REX 250 only)

Ext.vDC STAT FC4
18..30V . .
- + FE - 101102 IN3 IN4 +

application example

ANT

Helmholz
REX250 WIFI gt,)\‘0:12345

700-878-WIF01 PROFIBUS

@ PWR @ Fci

Ext. V DC sTAT @
18..30V g L @
101 102 IN3 IN4 +

-+ FE -




3. Access to the myREX24 V2 portal

The REX 200/250 can be fully configured in the shDIALUP dial-up software through
the myREX24 V2 portal. This software, as well as other documents with supplemen-
tary example applications,

can be downloaded from the download area of www.helmholz.de at any time and
installed under a Windows operating system.

You can also administer your projects and the configuration of your REX routers
through an HTTPS-secured direct call from your browser. Use the following URL for
this purpose: https://v2.myREX24.net.

Use the myREX24 V2 portal access data available to you for logging in. The various
ways to transfer a configuration you have created to the REX 200/250 are described
below. Establishing a secure VPN to a REX router can then only occur using the
shDIALUP remote client software. You can find further information in the manual for
the myREX24 V2 portal.

For information on alternative configuration methods, refer to Chapter 14.

3.1 Logging into the myREX24 V2 portal server

Install the shDIALUP software with administrative rights under a Windows operating
system. After opening the program, select the “V2.myREX24.net” server in the top
menu bar and then log in to the myREX24 V2 portal with

your access data.

You should only register at www.myREX24.net if you don't yet have a myREX24 V2
portal account or have not received user access from a myREX24 account administra-
tor. Fill out the required fields there. After your data is checked by our service team
(Mon. to Fri., 8 a.m. to 5 p.m. CET), you will receive two separate e-mails with the
access data. One e-mail contains the user name, and the second the password.

Notes:

- Alternatively, the login page can also be accessed at https://v2.myrex24.net.
Any current browser can be used for this.

- Your login name can be comprised of your user name and company
name separated by the @ symbol, for example. Example: admin@helmholz

- Following the initial login, you will be prompted to register a new, individual
password for your account.

- As the account administrator, you can create and administer additional
users after logging into the myREX24 V2 portal if necessary.

M shDIALUP V37 R1.0 = o X

@ Y @ | sene(6][2mREX24net | s | @ =
myREX24.net
v2.myREX24.net

Login

1 forgot my password

jser: , Port: 1194

ot connected jice running usb SEARCHoverlP_COM >> VCOM1

Quick Start Guide REX 200/250 WAN | WiFi



3.2 Navigation in the portal

Once a user has logged in for the first time, he or she is guided through a tutorial.
Navigation, basic settings and switching from the simple view to the extended view
are shown.

3.3 Simple and extended views

You can choose between the two views in the menu interface of the myREX24 V2
portal.

The “simple view” is active the first time you log in. You can switch to the “extended
view” at any time without changes being lost or losing their validity.

The simple view is mainly used throughout the rest of this Quick Start Guide.

Welcome to the new simplified view

> Tim
The extended view is also presented in some places for purposes of illustration.
Simple view: Extended view:
O | s~ [B) Virtvaldtests @ 4 =5 ED @ | sever[B) Virtuakdtestt s« @
myREX24 V2 virtual . myREX24 V2 virtual Helmholz'
- OIS T N sola0=at o N
@  Administration @  Dashboard » ReX2:
] o (o] o] 3 [ ® O REX250WANOS r =l
D o a @ O REX250WANDS =
= A Se— = Aenton
o v Lo coia pson i fontiepanl F
7 ¥ © 700878-WANOS Synchronize ®
Your device is online and connected to the portal. you Information =700:878- WANOT
L3 can establish an active connection to the device @
Interfaces Services

¥ Connect to REX250WANOS.

Information - 700-878-WANO1

Configuration

~ System >

~ LAN [192.168.0.100] >

Location z Use
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4. Initial router configuration via the Notficatons ~
m y R EX24 V2 po rta | You never changed your password. Change your password by clicking on the button.

The following information describes the basic configuration steps required in order
to set up a REX router for a VPN connection. A description of the extended functions
can be found in the online help or in the manuals/white papers. You can go to the
online help in the myREX24 V2 portal using the question mark symbol in the lower
left-hand area of the screen @. When you log in for the first time, the myREX24 portal
guides you through a brief tutorial. Please change the password for your myREX24
account following the tutorial.

4.1 Creating a new project myREX24 V2 virtual
A project is the highest level for carrying out the following tasks: |A O]

- Device administration @ | Administration
- Remote maintenance 02{ — )
. Administration
- Monltorlng and alarms & E3 Clients Q The administration panel lets you manage your projects and devices. Yc
- D | in = =, tree. Using the context menu (right-click} on the respective object, you
ata 0gging & Users You can easily drag and drop a device between projects.
- Visualizations & L
e # How to start
o} 1. Create a new project
Initially, at least one new project must be created in which a router is assigned. & et e b DO
Navigate to the Administration section using the following symbol £3; P2 4 Download and save this configuration on a USB stick
. . . . 5. Plug this USB stick into your device
(the tutorial also brings you to this point). S i -
A unique project name is now issued in this menu. Project S
Additional account users, if created, can be assigned to this project
on the “Access” tab.
Project Access

Name™ | Project 1

8 Quick Start Guide REX 200/250 WAN | WiFi



4.2 Creating a new device

A router can be added to the tree structure using the plus symbol € or with a
right-click of the mouse. If a project does not yet have a router, the same function is
made available in the main view by way of the green button “Create new device”.
Clicking the respective button starts the configuration assistant, which guides the
user through the settings.

4.3 Configuring the REX 200/250 (connection data)
Three simple steps are sufficient for minimal configuration of the router.
- Selection of the device type

- Network settings

- Transfer of the configuration to the REX router

4.3.1 Step 1 “Device” — Selection of the type and name

In the first step, the correct device type (matching the device order number) must
be selected. A unique, freely selectable name should be assigned to this router. Only
numbers and letters may be used (0 to 9, A to Z, a to z and no spaces or special
characters).

Quick Start Guide REX 200/250 WAN | WiFi
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4.3.2 Step 2 “Internet” — Network settings

In Step 2, the network configuration for the LAN and mobile WAN side of the device
is made.

- LAN Every REX 200/250 comes with a LAN-side IP address of
192.168.0.100/24 by default. If necessary, modify the IP address and
subnet mask according to the specifications from the machine network

to be maintained remotely.

- WAN The required information for the DHCP or static IP settings is provided

by the respective network administrator. DHCP is preset at the factory.
(700-877-WIF0O1 and 700-878-WIFO1 only) Enter the WLAN-specific
access data for an access point. The corresponding information is
provided to you by the respective network administrator.

- WLAN

Note: If you use DHCP, make sure that the DHCP server does not assign the WAN
interface to an IP address that is already in use on the LAN side. IP addresses from two
different subnets must be assigned to each router’s LAN and WAN interfaces.

4.3.3 Step 3 “Configuration” — Coupling/pairing the router
with the portal

The basic parameters of the minimum configuration of the REX 200/250 are
now stored in the portal account and must now be transferred to the device
(see Chapter 5).

Note: We recommend the “Download configuration to PC” variant for the initial
configuration.

©

Device

P
Netrmask
Internat

Internetconnection

WiFi Access
SsID
Authentication Mode
Encryption Mode
Encryption Key

Encryption Key
confirmation

Channel
WiFi Settings

WiFi Type

O

Internet

192.168.0.100

255.255.255.0

WiFi b
| SHARED e |
| None i |
| Auto i
| DHCP =
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5. Router configuration transfer options

Newly created or subsequently modified device configurations can be transferred to
the REX 200/250 in a variety of ways.

- 1. Download configuration to PC (via USB flash drive)

The configuration file is saved on the PC and can subsequently be transferred to the
REX 200/250 using a USB flash drive (further procedure described in Section 5.1).

2. Synchronize (recommended for subsequent modifications)

If the router has already been configured and a connection with the portal is
established, each subsequent change to the configuration can be carried out via
the existing VPN remote connection (further procedure described in Section 5.2).

3. Transfer configuration to device
(using LAN connection, only possible via shDIALUP)

For this configuration option, the REX 200/250 must be accessible directly
on the LAN from the PC. The PC must also be logged in on the Internet via the
shDIALUP dial-up client using your myREX24 account at the same time.

Transfer via USB flash drive (Point 1) and the way subsequent changes can be
transferred using the “Synchronization” (Point 2) function are explained in this
Quick Start Guide.

) LAN —




Heimholz

Ensure that the power supply is connected to the REX 200/250. Download the con- ~
figuration file provided through the myREX24 portal to the FAT-formatted USB flash @ O
drive connected to your PC using the download symbol.

Device Internet Configuration

Download

Note: The myrex24.mbn(x) configuration file must be stored in the root directory of your
USB flash drive and may not be renamed.

Now carry out the steps described on Page 24 in Section 13.1 = D | [==T0EE==s 2%
“Reading in the myREX24 portal configuration”. myREX24 V2 virtu: Helmholz'
U

[

3

= - S @ © 700_878-WIF01

= O 4 Your device is currently not connected to the portal, you

e i have to dowroad the confguratin e toyour P and

., | H® 700 878 W01 transter it to the device via USE stick in order to
o amenvonie
&

Your device is offline and currently not connected to
your account!

Infarmation « Z00-872MIEN]



As soon as the REX 200/250 has logged into your account in the portal, you can
transfer subsequent changes at any time with “Synchronize”. Where there is an exist-
ing myREX24 V2 portal connection, the REX 200/250 cyclically checks whether there
is a new configuration available for its serial number and then loads it automatically.
As soon as you have modified and saved one or more parameters, the following
symbol appears next to the Online LED: &) “Device configuration is not up to date”.
Click this €0 symbol (or the “Synchronize” button), to start the process.

Synchronization in the simple view: Synchronization in the extended view:

EG @ | sever[6) Virualatests D (ex] ©@ | s (@) Virtualdtestt s g

myREX24 V2 virtual REX24 V2

Helmholz
e — L C— IOrOCOCHETT

&

LA

@@ REX250WANOS 5
a @ O REX250WANOS

R

8 User Groves 4
> W81 ® 700-878-WANOS

]
o
&

Holmhotz Information - 700-878-WANO1
R

Interfaces Services




The synchronization function is confirmed through the following dialog.

In this menu, you can select optional user-defined settings, such as the sending of
information/confirmation mails.

The REX router now accepts the new settings and restarts automatically. As soon as
the boot process has concluded, the REX router logs into the portal again.

6. Connection to the machine network

Note: The following steps presume that the REX 200/250 has already been configured
and that you have successfully logged into your account with shDIALUP.

A secure VPN connection to the end device cannot be implemented via the browser view
(https://v2.myREX24.net).

Logged-in REX 200/250 routers are identified with a green circle in the dashboard.
The secure VPN connection between the PC and REX router is not established until
the connection button is clicked.

© | e (B) Virualdtestt s A =

myREX24 V2 T
mrocecacszma He'mhe!z

synchronize

Active Time | 1 Quarter N
ld es bestent eine

Information Mail (] when Ciient fetches Configurationt
Confirmation Mail when Client wants to fetch Configuration!
ey neeae (]

Konfiguration

~ system DG

server (@] Virtualdtestl o a5

& LiJ
g Helmholz

0 P L CR e,

@  Administration

o i

@ Proje

=2 Q @ REX250WANDS

= L

= | aUser S ‘Your device is online and connected to the portal, you
T can establish an active connection to the device

2R L4 cresenen

‘

& Information - 700-878-WANO1

Configuration

v System 3|
v LAN [172.16.26.93] >

v Internet [217.6.86.34] @
v WAN [192.168.20.125) z
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The active connection status to the REX 200/250 is represented by an animated
orange connection button. The number of active connections made using this
account is shown with details in the menu bar.

Sorver (@) | Virtualdtest @ 8 5

Helmholz'

Once the VPN connection to the REX 200/250 has been established, all the IPv4 ® | Admiisration
packets valid for the applicable LAN network on the system side will be forwarded. { gr
The parameters (port, VPN IP, LAN IP etc.) used for this connection are also shown =
with details in the status bar at the bottom. =
&
(o]
To end a remote access connection, click the orange animated connection button o
and then confirm disconnection of the remote connection.
Configuration
v System
v LAN [172.16.26.93]
« Internet
~ WAN 19
o,
« MPUPROFIBUS
v USB
o

Affiliated Devices

= 4 10,0222 152.188.0024 4]

Effective immediately, you can view the setup of your REX router and the functional
overview of the myREX24 V2 portal very easily online.

g
i

https://youtu.be/8a1Xnu9lj4g
= Video Tutorial (3:22 min.)


https://youtu.be/8a1Xnu9lJ4g  


7. Tips and tricks
7.1 A connection cannot be established

7.1.1 Checking the device status

The status page on the REX 200/250 web interface shows the connection status and
active configuration data of the router. For this purpose, enter the LAN IP address of
the REX 200/250 into the address bar of a browser. The REX 200/250 must be acces-
sible on the LAN for this purpose, i.e. the TCP/IP address of a PC must be set for the
same IP subnet. The authentication information is printed on the back of the device.
The First Start Assistant then opens. You must select “Portal server” for the myREX24
portal configuration described here. Using the extended view for the “Classical
router” is preferable for the configuration of your own VPN connections using the
device web interface.

Note: The web interface at the routers can be deactivated for security reasons. If the

interface is not accessible, please check the corresponding setting in the myREX24 portal.

Make sure that there are no address space conflicts with any other network interfaces
(do not assign the same IP address more than once) on your PC so that you can com-
municate properly with the REX 200/250.

To get more information on each step of the router connection, click the Info icon in
the various status fields.

- | btps/A52168000 frststart PRI

First Start

Portalserver Classic Router

‘select here i you want 1o use tis unit with @ cloudserver ‘select here if you went 10 use s unil 85 @ Classic router

p— o Casse Rovr

Quickstart
Device type: 700-070:WANO1 (6.0.57c3) - Se

700-8 ® VAN (DHCP)
1. \R/%—NS% 1P Address - 162.168.20.125
Subnetmask : 255.255.0.0
Gatewny - 199 1632 750
DNS - 102.169.1.8, 102.168.1.0, 8.8.8.8
2. V Firmware version : 6.0.5-1c3
Date / Time local : Thu Nov 22 12:02:39 UTC 2018
Diagnosis
& bxenceaLogang
8. v o
© rrewal
l © Support Files.
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7.1.2 VPN port and China Gateway

The REX 200/ 250 establishes an outgoing VPN connection via port 1194 (TCP) to the
address vpn-v2.myrex24.net (5.39.123.21) by default.

As an alternative you can also configure port 80 or 443 (device configuration menu
“Services” -> “VPN” -> “VPN Port”).

Relevant for Internet access via the WAN interface:

The customer firewall must be open for this VPN-connection to the myREX24 V2
server. Please clarify all details regarding the settings with your local IT department
in advance.

Gateway: By default no gateway is set

If the REX Router is used in China, the Gateway “China —Shenzhen Datacenter” can
be selected.

URL: vpncn-v2.myrex24.net
IPv4 address: 43.247.70.163 (if name resolution does not work).
Note: Do not use the China Gateway outside China!

Quick Start Guide REX 200/250 WAN | WiFi

VPN Settings
veneort [temies 4|
! a
Gateway
TCP:1104
Masquerade datatraffic | TCP:80
r5m CA VR0 YPIE
VPN Settings
VPN Port | TCP: 104 5 |
Gateway | No Gateway - |

Masquerade datatraffic

from LAN > VPN 1o VPP

China - shenzhen Datacenter (vpnen-v2.myrex24.net)

China - Shenzhen Datacenter (43.247.70.163)




7.1.3 Diagnostics page

In the event of irregularities or interruptions when establishing the connection, the
diagnostics page supports you with troubleshooting. In the event of an error, the
technical support of Helmholz requires the respective result from the individual and
autonomous test functions.

7.1.4 Is a MAC address filter activated in the firewall?

It may be necessary to approve the MAC address of the REX 200/250 in the high-
er-level DSL modem or firewall. Should it not be possible to establish a connection,
please ask the respective network administrator whether such a MAC address filter
has been activated.

7.1.5 Is the connection established over a proxy?

If a connection is not established on the customer network, the required proxy
settings may not have been stored or may be faulty. These settings may be adjusted
on the configuration page of the REX 200/250 in the Internet settings.

Diagnosis
Device type: 7047 WAND (5 0 5.4c3) - Seial o

Ping
google.com > Py
TraceRoute

google.com » TraceRoue
NS Lookup

google.com » N3 Lookup
TCPDUMP

i efh0 not port 443 » TCPDUMP
Return Message

Internet settings

Vt

Use proxy (v

Name

Port 8080
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7.2 Device configuration: Services — NTP server

For the internal system time of the REX 200/250, this carries out a comparison using
a time server on the Internet at regular intervals. Where necessary, you can individu-
ally set the preset NTP server entry and the interval.

Note: Various functions in the myREX24 portal require a current time setting in the
REX 200/250.

7.3 Device configuration: Services — Mail settings
If you would like to use the REX 200/250 function for the automatic sending of

e-mails, port 25 (SMTP) may not be blocked in the firewall of the customer network.

You can also use alternative e-mail servers to send e-mails.

Quick Start Guide REX 200/250 WAN | WiFi
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8. Remote maintenance of Ethernet CPUs

Notes:

- The LAN ports are suitable for 100 Mbps and full duplex operation and support auto-
crossover and auto-negotiation. No special PROFINET functions are supported.

- When connecting additional Ethernet participants (PLC/panel) to the REX 200/250,

it must be ensured that the IP addresses of the devices lie within the address range of
the LAN interface of the REX 200/250.

Device settings: Services — Firewall — SNAT

With a REX 200/250, the SNAT function is activated by default. With this setting,
participants for which no gateway*/router has been entered are accessed via the VPN
tunnel. For the CPUs and panels of some manufacturers, it can be the case that you
need to explicitly enter the gateway* and deactivate the SNAT function in order that
a remote connection with the end device is possible.

*Gateway: This refers to the configured LAN IP address of the REX 200/250.

To access a PLC or panel via the VPN tunnel, the OpenVPN adapter must be selected
in the corresponding engineering tool as the interface. The virtual network connec-
tion responsible for this is the TAP Windows2 Adapter V9.

The setting to be selected in the PG/PC interface module from the SIMATIC STEP 7!
software is emphasized in the detail to the right.

20

Firewall Settings

Firewall Security | Maximum security v

) are rejected
rejected
POP3, SMTP, Telnet, NTP

SNAT |v] Replace the senders IP-address of all outgoing (LAN)
packages with the LAN-IP address of this router (SNAT)

[==]

Interface Parameter Assignment Used:

|TAP-Windows Adapter V9.TCPIP Auto.1 Propeti
B2 TAP-Windows Adapter V9.1S0.1 - Diagnostics...

TAP-Windows Adapter V9.TCPIP.1

B2 TAP-Windows Adapter VO.TCPIP.A[_| Copy

TCP/IP(Auto) -> shDIALUP (3)  +

< | m | »
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9. Setting up the MPI/PROFIBUS interface
(REX 250 only)

The following steps are necessary to maintain an S7 MPI/PROFIBUS PLC remotely
with the REX 250:

9.1 Installing drivers

Please install the NETLink®-S7-NET driver on your remote maintenance PC. The driver
can be found on the enclosed CD, and the current version can be downloaded from
www.helmholz.de.

9.2 Creating a station

Following successful installation, the access paths of the “NETLink® PRO Family” are
available in the PG/PC interface.

Note: For the TIA Portal™ as well, the general assignments must first be carried out in the
PG/PC interface (accessible via the Windows Control Panel).

Select a configuration (MPI, PPI or PROFIBUS) and open the “Properties...” page.

9.3 Assigning an IP address and name

Click the “New” button under the “Local Connection” tab to add the REX 250. Enter
the LAN IP address and the name of the router into the corresponding input fields.
The internal communications adapter can be accessed with these settings both
locally via LAN and via VPN. Then confirm with “OK”.

Note: Please note that the port required by the REX 250 unit to communicate using the
driver will be enabled by default. The “Internet teleservice” function may not be activated!
Following acceptance of the settings, it is possible to access devices on the MPI/
PROFIBUS interface of the REX 250. Selection takes place via “Set PG/PC interface” in
the programming software.
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Install/Remove Interfaces

Access Path | LLDP / DCP | PNIO Adapter | info |
Access Point of the Application:
ISTONLINE (STEP7) > NETLink PRO Family.PROFIBUS.1 Ll

(Standard for STEP 7)
Inteface Parameter Assignment Used:
Properties...
NETLink PRO Family MPI.1 - Diagnostics...

|NETLink PRO Family.PROFIBUS.1
NETLink PRO Family.PP1.1

E2NETLink PRO Family.PROFIBUS.1_| Copy

B2 NETLink USB Family.MPI.1 -
T| 1 »

(User parameter assignment (converted))

Add/Remove:

Properties - NETLink PRO Family(MPI)

Bus parameter | Local connection | Options

Used station:
Stations:

Station

Addess: 1521680100 [ Pacametrize NETLink... ]

[ Intemnet teleservice
Pott: 0

Name: REX

[ ok ][ Concel ][ SeschNETLinkPROFamiy... ][ Hep |
ﬁ
[ ok J[ conce |[ Hep |
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10. Setting up the VCOM LAN for serial communication
(REX 250 only)

To be able to use a remote connection to access serial participants, start shDIALUP
and activate the corresponding settings for the virtual COM port on your PC. To do
this, click the corresponding tool button before logging in.

Deactivate the “Inactive” check box on the “Virtual COM Port Settings” tab.

The system will automatically suggest a network port and the COM port to be used,
neither of which need to be changed. Close the window by clicking “OK”.

You can then use your access data to log in to the portal server (see Page 6 in Section
3.1) and establish a connection to an REX 250 which has already been configured
(see Page 14 in Chapter 6).

You can receive further information by activating the VCOM LAN status button.

In this example, the COM4 connection is now also available in the system in addition
to the standard remote maintenance connection. The possibility for serial communi-
cation is still indicated in the task bar by a green symbol (an active connection with a
yellow symbol).
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M srOIALUP V36 R00 - | eSS =)
& o G = ] fie! 7
b4 Server ([EmABin €| 8 =
e : ==
Serverlist | Options | Port/Proxy settings | virtual COM port settings
connecton virtualto physial comperts
pysicaldevie ports Vil COM-Ports
COM1 revokomrt 701 con -l
| Overrite connectars from other comauters
)
Jser: adnin@tech, Port; 1184
myREX2 usb [coma> veome |
B9 hDIALUP V36700
] @ sl =
mYREX24 V2 [ccomniuin Helmholz |
@ | Dashboard > Geraett comt
= G VeoM cové
o 1 21l
@ Geraet - A A
& Port 7001
Gerate Information -
= Data
Receive (LAN > VCOM) 0 Byes
o | [Bemeenenten Send (VCOM > LAN) 0 Byes
2at - Aan iter
1) — & RO0066396 VPN I i Aarm Sustat
nden
Time: 06.32.14, User: admin Gtech, Port: 1194
| Connection established myREX24 usb [com>> Vo |
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11. Description of LEDs and buttons

LED LED color LED status Description
PWR Green LED on The power supply is connected to the terminal and switched on.
LED off The power supply to the router is interrupted/The router is not connected to the power supply.
Orange LED off Waiting for boot loader or signature successfully checked
LED on Checking signature, loading kernel
RDY Green LED off Waiting for kernel
LED on Boot process complete; the device can be used.
LED off No VPN connection started
Orange LED on Internet connection is established and VPN connection is started
Con LED flashing Flash frequency of 1.5 Hz: VPN connection is established
LED off No Internet connection
Green LED on Internet connection is established
LED flashing Flash frequency of 3 Hz: Internet connection is being established
LED off No error
Red LED flashing Error in memory
Stat LED on Error found
Green LED off — -
LED on In conjunction with the myREX24 V2 portal
Fcl LED off See Chapters 12 and 13
Fc2 LED off See Chapters 12 and 13
Fc3 LED off See Chapters 12 and 13
Fc4 LED off See chapter 12
WAN & LAN Orange LED on Network connection present
Green LED flashing Network data traffic active
Name Description
FCN The FUNCTION button is used, among other things, to establish an Internet or VPN connection (press and hold the button until the Con LED begins

flashing). Other functions are described in chapters 11 and 12.
RST The router is restarted after pressing the RESET button.



12. Resetting to factory settings

To reset the REX 200/250 to factory settings, the following steps are necessary:
- Start REX -> Apply power or press RST button (Reset)

Wait until the RDY LED flashes green (about 30 seconds)

Insert the supplied tool (SIM card ejector) into the opening below FCN. Press and
hold the FCN button until the FC4 LED lights orange (about 10 seconds)

Press FCN again -> FC3 LED turns orange

Press FCN again -> FC2 LED turns orange

Press the FCN one last time, whereupon all FC LEDs go out

FC3 LED flashes orange -> factory settings are being loaded

When the PWR and RDY LEDs turn green again (after about 70 seconds), the REX
200/250 is ready for use again and can be configured.

13. Load configuration from USB stick

The REX 200/250 must be ready for use. Apply supply voltage -> After approx.
70 seconds, the PWR and RDY LEDs light up green

Insert the USB stick with the configuration file into the USB port of the REX 200/250

As soon as the configuration file is detected, the FC1 and FC2 LEDs flash orange
(after approx. 3 seconds)

Insert the supplied tool (SIM card ejector) into the opening below FCN. Press the
FCN button and hold it until the FC3 LED flashes orange (about 2 seconds)

Release the FCN button
The configuration is transferred from the USB stick to the router

As soon as the FC3 LED goes out, the transfer is complete

Depending on the configuration, the router tries to establish a portal connection,
in this case the CON LED flashes.

Important: Already changed login and IP address data of the LAN interface are reset.
No USB stick/storage medium may be connected to the REX 200/250.

FCN button

STAT @ FC4

- + FE - 101102 IN3 IN4 +

F:xt. VDC
18...30V

USB connection RST button

Important: The configuration file to be transferred must be stored in the top directory
(root) of a FAT / FAT32 formatted USB stick. The configuration file "myREX24.mbn (x)"
may not be renamed. An interruption of the supply voltage during the data transfer
from the USB stick can put the router in an undefined state.

Note: Once the configuration file has been successfully transferred, the file on the USB
stick will be renamed “XmyREX24.mbn(x)” by the REX 200/250, making it impossible to
accidentally reuse it a second time.



14. Load firmware file from the USB stick

- The REX 200/250 must be ready for operation. Apply supply voltage -> After
approx. 70 seconds the PWR and RDY LEDs light up

- Insert the USB stick with the firmware file into the USB port of the REX 200/250

- As soon as the firmware file is detected, the FC1 and FC3 LEDs flash orange
(after approx. 5 seconds)

- Insert the supplied tool (SIM card ejector) into the opening below FCN. Press the
FCN key and hold it until the FC2 LED flashes orange (about 2 seconds)

- Release the FCN button

- The firmware is transferred from the USB stick to the router
(Duration approx. 15 seconds)

- As soon as the FC2 LED goes out, the transfer is complete

- Areboot of the REX 200/250 is performed automatically and the process is
complete when the PWR and RDY LEDs are lit solid.

Important: An interruption of the supply voltage during the data transfer Transferring
from the USB stick can put the router in an undefined state! The firmware to be transfer-
red must be stored in the top directory (root) of a FAT / FAT32 formatted USB stick. The
firmware file "image.swux" must not be renamed.

Note: If both the firmware and a myREX24 portal configuration are found on the USB
stick, the firmware is always first recognized by the REX 200/250 (Fc1 + Fc3 flashes).
If you don’t press the FCN button within 10 seconds, the REX 200/250 changes to the
configuration file (Fc1 + Fc2 flash). If you here too don’t react within 10 seconds,

the router once again reverts to the normal mode.

The firmware and the dial-up software "shDIALUP" of the REX 200/250 can be easily
updated via the website.

Please download the desired file from www.helmholz.com or scan the QR code.

( SCAN ﬁ
QR CODE
TO GET

FIRMWARE/
SOFTWARE

REX 200 WAN
Firmware/ Firmware/
»ShDIALUP“ »ShDIALUP“

15. Alternative configuration without
myREX24 V2 portal

If you want to use the REX 200/250 without our mediation server “myREX24 V2”,
you can also use another OpenVPN software or e.g. set up the IPsec encryption
embedded in your hardware. If you have selected the selection for the classic router
in the “First Start” screen, you can reach the corresponding step by step configurator
of the web interface via the menu item “Wizards” in the upper right corner.

For the aforementioned parameterization options are appropriate Documents
with application examples under www.helmholz.com free of charge available for
download.


https://www.helmholz.de/en/products/industrial-remote-solutions/ethernet-router/
https://www.helmholz.de/goto/700-877-WAN01#tab-software
https://www.helmholz.de/goto/700-878-WAN01#tab-software

16. Technical data

Performance data

Voltage V (DC) 24V DC, 18 to 28 V DC

Current draw Max. 100 mA @ DC 24 V

IP protection rating IP 20

Location of use Dry location

Temperature (operating) -40to +75°C

Temperature (storage) -40 to +85°C

Humidity 0 to 95%, non-condensing

Real-time clock Should a power failure occur, the date and time are retained for up to 7 days (depending on the ambient temperature).
Dimensions (max.) REX 250: 75 mm x 100 mm x 35 mm (H x W x D)/REX 200: 75 mm x 89 mm x 35 mm (H x W x D)
Weight (max.) REX 200: 220 g / REX 250: 250 g

Power dissipation (max.) 3 watts

Installation DIN rail mounting as per DIN EN50022

1/0s and standard interfaces

Digital inputs 4x, DIN EN 61131-2 type 3

Digital inputs/outputs 2x, max. 0.5 A per output

LAN interfaces 4x, 10/100 Mbps full- and half-duplex operation, automatic patch cable/cross-over cable detection (autodetection)
USB interface USB host 2.0 type A

SD card slot In preparation

VPN

VPN protocol IPsec/PPTP/OpenVPN, 64 tunnels

Encryption method Blowfish, AES, DES/3DES

Encryption algorithms MDS5, SHA1

Authentication Pre-shared key, X.509

Network/Security

Firewall 1:1 NAT, IP filter, port forwarding, stateful inspection

IP router NAT IP, TCP/IP routing, IP forwarding

Services DHCP server, DHCP client, DNS server, NTP client, PPP server, DynDNS

Time comparison NTP server



Optional REX 250 interfaces
Interface 1 (serial)

Interface 2 (PROFIBUS)
Communication

WAN interface

WLAN (device-dependent)
WLAN specification

Antenna connection
FCC

Serial / Profibus

O

© 0N ®
AP ON -

RS-232/422/485 (switchable via software)
RS-232/485 (switchable via software) PC adapter or MPI/PROFIBUS driver up to 12 Mbps

10/100 Mbps full- and half-duplex operation, automatic patch cable/cross-over cable detection (autodetection)

IEEE802.11b/g & 802.11n (1T1R mode), up to 150 Mbps
EU (2.412 GHz to 2.472 GHz, 1 to 13 channels)
USA (2.412 GHz to 2.462 GHz, 1 to 11 channels)

WPA/WP2, 64-/128-/152-bit WEP, WPS

802.11b: 1, 2, 5.5, 11 Mbps

802.119: 6,9, 12, 18, 24, 36, 48, 54 Mbps
802.11n: (20 MHz) MCSO0-7, up to 72 Mbps
802.11n: (40 MHz) MCSO0-7, up to 150 Mbps

1x RP-SMA socket
Contains FCC ID: YWTWFXMO05

Pin RS 232

1 DCD Data Carrier Detect
2 RxD Receive Data

3 TxD Transmit

4  DTR Data Terminal Ready

Signal Ground

DSR Data Set Ready
RTS Request To Send
CTS Clear To Send

Rl not used

O ® N O »n

RS 485

not used

RxD- Receive Data
TxD+ Transmit Data

+ 5 Volt
(nur bei 4-Draht-Betrieb)

Signal Ground
NZot used

TxD— Transmit Data
RxD+ Receive Data
not used

MPI/PROFIBUS
not used

not used

Data Line B
CNTR-P

GND 5V (200 mA)
5V Output

not used

Data Line A

not used



The contents of this Quick Start Guide have been checked by us so as to ensure that they match the hardware and software described. However, we assume no liability for any
existing differences, as these cannot be fully ruled out.

The information in this Quick Start Guide is, however, updated on a regular basis. When using your purchased products, please make sure to use the latest version of this
Quick Start Guide, which can be viewed and downloaded on the Internet at www.helmholz.de. Our customers are important to us. We are pleased to receive suggestions for
improvement and new impulses.

This product was created with open source software. The licensing conditions for the open source software used can be found in the download area of the product at www.helmholz.
de. You can receive a compilation of the open source software used as a DVD for up to 3 years following the purchase of the product for a contribution of €30 plus shipping costs
when you send us an e-mail.

1) Windows is a registered trademark of the Microsoft Corporation.
2) Simatic and STEP 7 are registered trademarks of Siemens AG.

Helmholz GmbH & Co. KG | Hannberger Weg 2 | 91091 GroRenseebach | Germany | Phone +49 9135 7380-0 | Fax +49 9135 7380-110 | info@helmholz.de | www.helmholz.com
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